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Abstract. Cyber attacks against the food supply chain could have seri-
ous effects on our society. As more networked systems control all aspects
of the food supply chain, understanding these threats has become more
critical. This research aims to gain a better understanding of the threat
landscape by reviewing the existing literature about the topic. Previous
research concerning food supply chain cyber threat was surveyed using
the scoping review method. In total, 43 research articles focusing on dif-
ferent parts of the food supply chain were reviewed and summarized in
this study. The most prominent identified cybersecurity topics include
smart farming, cyber-physical systems, threats against industrial control
systems and old unmaintained software.
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Introduction

As an industry that affects the everyday life of everyone worldwide, the food
supply chain is one of the most critical functions of a society. A.H. Lewis wrote
already in 1896: "the only barrier between us and anarchy is the last nine meals
we’ve had” [32]. Actors in the food supply vary from individual farms to logistic
companies, food production companies and retail chains. Farm to Fork Strategy
for a fair, healthy and environmentally-friendly food system, released by Eu-
ropean Commission, states that "The COVID-19 pandemic has underlined the
importance of a robust and resilient food system that functions in all circum-
stances, and is capable of ensuring access to a sufficient supply of affordable food
for citizens” [19]. Systems and actors of the food supply can be valuable targets
for a cyber attack because literally every human is dependent on food. Indeed,
EU’s Cybersecurity Strategy for the Digital Decade [20] and EU’s directive on
the resilience of critical entities [21] acknowledge the importance of farming,
food production, processing and distribution. Similarly, a private industry noti-
fication from the FBI states that since 2021 ransomware attacks have impacted
agricultural cooperatives and warns about probable ransomware attacks against
agricultural cooperatives during the upcoming plant and harvest season [23].
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There are several networked software and hardware components included in
this system of systems [33], for example, automated robotic logistic systems,
food production systems, refrigeration machines and milking robots. A cyber
attack against one point of this crucial chain may cause cascade effects and
deny the usage of the whole food supply chain [52]. Factors such as industrial
espionage, criminal intent and hostile state activities could present motivations
for various attacks. News outlets have already described attacks against advanced
smart farming machinery [36], and, e.g., a ransomware attack against AGCO
corporation [2]. Futhermore, Bowcut lists some notable cyber attacks against
food and agriculture actors in 2020 and 2021 and introduces a case study of
ransomware against the food company JBS in 2021 [11].

Related work in this research topic includes Latino and Menegoli, who have
conducted a systematic literature review in the topic of “cybersecurity in the
food and beverage industry” [31]. They used thematic analysis to analyze the
results and built a reference framework for future research and for identifying
the future research directions. They used Scopus knowledge database for finding
the relevant articles with a final sample of 17 studies that were included in
the final analysis. The small number of analyzed articles is probably the result
of strict exclusion criteria that are dictated by the restrictions in the research
methodology chosen by the authors. Although the topic of our paper is very
similar to this paper, our scoping study research methodology is more flexible
giving us the freedom to include many more studies into the final analysis. That
way we bring more complete overview of the existing research about the topic
and contribute new knowledge to the research area.

Methods

Our research question in this study is: “What literature exists about the food
supply chain cybersecurity?” We wanted to get a high level overview of existing
research about cybersecurity in food supply chain. For this purpose, the scoping
review methodology was chosen [40]. We used the methodological framework de-
fined by Arksey and O’Malley in [6] as the basis for our research. The framework
is flexible enough to cast a wide enough net over the wide topic of food supply
chain cybersecurity, and it allows us to use an iterative method to converge on
the right keywords to identify the relevant studies.

The review started by searching all types of literature using general search
terms encompassing the whole wide topic. The literature found this way was used
to identify more keywords that are often used in specific parts of the food supply
chain literature. The new keywords were added to the list of the searched key-
words, and the process was iterated until the topic was sufficiently covered. In the
end, the search phrases were constructed from the keywords by combining terms
referring to the food supply chain: “food industry”, “food production”, “food
production chain”, “food logistics”, “smart farming”, “agribusiness”, “food re-
tail” and “catering industry”, with a term that specifies the cybersecurity focus:
“cybersecurity” and “cyber attacks”.
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Database search Search scheme: {“food production chain”, “food production”, “food industry”,
- Google Scholar “food logistics” “agribusiness”, “food retail” and “catering industry”}
+ {“cybersecurity”, “cyber attacks”}

smart farming”

¥

Initial sample n=>539 Inclusion criteria:

- Language: English
- Abstract available
- No duplicates

Screened&'—» Inclusion criteria:

- Abstract: related to food production and cybersecurity

- Download available (22 not available)

Full text n=148 Inclusion criteria:
- strong focus on cyber attacks or threats

- at least some example cases
Full text n=43 Exclusion criterion:
- blockchain

Fig. 1. Review protocol.

The Google Scholar service was used as the primary search engine. The search
queries were constructed by joining the cybersecurity keyword to the food key-
word using a space e.g. “smart farming cyber attacks”. Special query characters
such as quotes or logical operators like OR and AND were not used when con-
structing the search queries. The searches were carried out using the normal
Google Scholar search user interface. From each query, the first 50 search results
were taken under review. A program was developed for automating the search
result extraction using the Playwright! browser automation framework. This
was done to prevent human errors in the repetitive task of copying the search
results from the browser to the Excel worksheet where the review of the search
results was coordinated. All the search results were in English. No restriction
was placed on the literature type: grey literature was also considered during the
review process. Because of space restrictions, all papers about blockchains were
deemed out of scope for this study. Figure 1 illustrates the different stages of the
review protocol used during the scoping review.

Results

Smart farming cybersecurity is one of the main topics that was studied in mul-
tiple papers. Smart farming uses modern technologies such as the Internet of
Things (IoT), artificial intelligence and robotics to increase crop yields, maxi-
mize production and streamline farming processes [51].

Chi et al. have defined a security framework for innovations that support
smart farming in [12]. They identify that the data generated by smart farming
sensors is a very valuable resource for all kinds of other purposes such as research
of plants biology and genetics, forecasting the market and economics, and new
farm equipment design. This makes the data a high value target for corporates,

! https://playwright.dev/



4 J. Alatalo, T. Sipola, and T. Kokkonen

activists or even nation level adversaries to steal, sabotage or inject misinforma-
tion. To mitigate these threats the paper defines the cybersecurity framework for
smart farming to include three components: abnormal measurement detection,
access control, and encryption.

Bogaardt et al. focused on dairy industry in their research report [9]. The
study claims that 90% of new installations in dairy farms are robotic milking
equipment, and by 2025 half of the cows in north-western Europe are milked by
robots. The milking robots collect a large amount of data from the cows and
the milk, and the normal everyday processes are starting to be dependent on
this data. For that reason, it is important to protect the data against cyber
threats. Additionally, the business management systems that some farmers use
for food safety tracking reasons can be a tempting target for data theft. The
report identifies unmaintained software and human errors as the main threats
to these systems.

The attack types against the smart farming systems are well studied. Stud-
ies by Gupta et al. [27], Zanella et al. [42], Demestichas et al. [15], Koduru and
Koduru [30], Yazdinejad et al. [54], Farooq et al. [22], Boghossian et al. [10],
Okupa [39], Barreto and Amaral [7], Rosline et al. [43], Angyalos et al. [5],
Akshatha and Poornima [53] and Racovita [41] try to identify the major cyber-
security threats in smart farming. Data security is one major security issue that
is raised in some form by all the studies. Data theft is always possible in systems
where data is collected and stored. Another threat is data forgery. Smart farms
use the data collected by the sensors to make decisions. By injecting forged data
to the system, a hacker can easily disrupt farm operations. The hacker can phys-
ically take control of a sensor and modify the hardware or software to transmit
malicious data to the system, or in some cases the hacker can exploit the prob-
lems in authentication and authorization to inject the data remotely. In addition
of these threats, the threat of autonomous vehicles and robots was identified in
some of the studies. A hijacked autonomous tractor could cause real physical
damage to the infrastructure and be even a life-threatening danger. More com-
mon attack types such as denial of service, phishing, RF jamming and malware
attacks were also identified as threats to smart farms.

Some papers have a narrower scope. Cho et al. limited their study to the
cyber threats in smart greenhouses [13]. Rouzbahani et al. studied the potential
cyber attacks of smart farming communication technologies [44]. Linsner et al.
tested the cybersecurity of wireless sensor networks using simulated attacks [35].
Alsinglawi et al. studied the cybersecurity threats and attack types of microser-
vice based meat production smart farm. Alahmadi et al. researched side channel
attacks in smart farming systems [3]. Nikander et al. summarized a case study
that studied the cybersecurity of 6 dairy farms in Finland [38]. Dorairaju con-
ducted a case study on the cybersecurity of an IoT enabled pest trap system
that was targeted for agricultural use [16].

Studies of the existing publications about the topic have also been carried
out. Nakhodchi et al. conducted a bibliometric analysis on the publications about
the privacy and security in smart farming [37]. Rudrakar and Rughani have com-
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pleted a systematic literature review about IoT based agriculture cybersecurity
and forensics challenges [45].

Cyber-physical system cybersecurity in food production is another topic that is
quite well researched. This topic includes studies about the cybersecurity of
industrial control systems (ICS) that are used, for example, in food packaging
plants.

Beluli has studied the possibility of cyber attack in the beer production
industry [8]. The industry uses computer automation in the beer production
process with high temperature and pressure tanks. Cyber attack against the
process control systems could cause an explosion that damages the equipment,
or even cause danger to human life.

Alim et al. studied the cybersecurity threats of a modeled canal SCADA
system [4]. Water management systems are critical infrastructure for agriculture
industry. They are used in crop irrigation and water processing. Attacks against
these kinds of systems can cause major financial losses to the farmers. The
authors tested multiple attack types against the model with successful results.
One of the attack types was a message injection attack that caused flooding in
the modeled farmland.

Freyhof studied the cybersecurity of agricultural machinery [24]. The focus
of the study was to estimate the financial losses of a cyber attack against an
electrically controlled variable rate nitrogen side-dressing equipment. The sug-
gested attacks keep the cumulative quantity of the applied nitrogen the same
but use different strategies to distribute the total nitrogen quantity so that ac-
tual application rates are different from the prescribed rates. This way the cyber
attack can reduce the crop yields and thus cause financial losses.

Streng studied the cybersecurity of the ICSs used in food processing and
manufacturing [50]. The study identifies common cybersecurity problems in these
systems, such as old operating system versions, insecure protocols and old un-
maintained software. The study concludes that cyber attacks targeting these
cyber-physical systems are possible in food industry, and they can be even life
threatening if they target equipment such as co-robots that work alongside peo-
ple in production lines. Additionally, a cyber attack against the food production
system can make the produced food somehow unsafe for consumption, which
can cause danger to the consumers. This study can be seen as a continuum to a
report written by the same author about an industry summit meeting in Wash-
ington USA [49]. In the meeting, the cyber-physical systems, such as the ICSs
used in food packing plants, were identified a major security threat to the food
industry.

Chundhoo et al. conducted a case study about the cybersecurity of a meat
processing plant [14]. They identified serious threats in the meat processing
system where the meat temperature must be closely monitored. IoT sensors
monitor the meat temperature, and the thawing, chilling, freezing, cooking, and
smoking rooms are controlled by the readings coming from these sensors. Spoofed
sensor readings can change the actual temperature of the meat to a range that
can make the product unsafe for consumption or even cause equipment damage
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further in the processing line, and that way contaminate the food with, for
example, broken blades.

Survey and interview studies have also been conducted about the topic. All
these studies targeted the farmers. One of the studies was written by Geil, who
surveyed the cybersecurity awareness of the people working in the agriculture
business (N = 138) [25]. The survey responders were farmers, producers and
other workers from the industry in three different counties in Illinois USA. The
study concludes that there are gaps in cybersecurity knowledge among the people
working in the agriculture industry, and for that reason there is a need for more
cybersecurity training for the industry workers. Also, see Geil et al. [26].

A similar survey was conducted by Spaulding and Wolf [48] (N = 222). They
surveyed the farmers in Illinois USA, but targeted the survey towards beginning
farmers. They conclude that even though the beginning farmers use computers
more than experienced farmers, they still lack the skills to identify the cyber
threats against their farming business accompanied with the computer usage.

Russell studied the cybersecurity risks at smart farms by interviewing farm-
ers in Ontario Canada with supplemental interviews with five cybersecurity ex-
perts [46]. The paper includes a very detailed analysis of the interviews with
some examples of phishing cyber attacks that the farmers have already experi-
enced, and examples of attacks that the farmers see realistic and that could take
place against their farm.

Linden et al. conducted a case study in the cybersecurity of dairy farming in
Israel [34]. The authors interviewed a farmer about the usage of smart farming
and threats that it poses. The authors discovered that in Israel it is common
to share data between the farming community and the researchers, and for that
reason the farmer did not identify data theft as a major threat. Additionally, los-
ing the data was not seen as a high threat as the relevant data could be obtained
from colleagues. The highest threat that the interviewed farmer identified was
the injection of fraudulent data, or cases where data was otherwise inaccurate,
because that directly impacts the productivity and welfare of the animals. The
authors claim that the openness of sharing the data is not as common elsewhere,
like in the UK, where leaking of the farm data is identified as a major threat.
For that reason, the authors claim that the socio-cultural context matters when
the cybersecurity of smart farming is considered.

The general state of the cybersecurity in food industry was also studied in many
papers. Ajith et al. studied cyberespionage and cyberterrorism in the food in-
dustry [1]. They discuss the motives and review some of the existing research
about the topic.

Hoffmann et al. studied cyber attacks against agribusiness industry [28]. They
searched English news articles from the internet and found 31 reports of attacks
against different parts of the food production infrastructure.

Jahn et al. conducted a high-level overview of cyber risks in north American
food industry [29]. They identified some of the same cyber threats discussed
in the previous sections caused by increased automation in farming and food
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processing processes. They also discuss how the food industry works by using
the just-in-time principle. Farmers rely on the delivery of the fertilizer, fuel, seeds
etc. in time when needed, and the stores cannot keep large stocks of perishable
food products, hence they also rely on the timely deliveries of the products. This
can make the whole food delivery chain especially vulnerable to cyber attacks.

Russell and Chow discussed food cybersecurity in general in their paper [47].
They present examples of possible attacks against home smart refrigerators and
processing plant irradiation machines used to sterilize food products. Both cases
are potential health hazards, as they can lead to food poisoning.

Duncan et al. also presented a high-level view of cybersecurity in food and
agriculture industry [17]. The paper includes some concrete examples of possi-
ble attacks, such as attacks against genetic databanks that the breeders use to
develop more productive dairy cows and other food animals. Some of the same
authors contributed to the second paper where they considered these attacks
more closely and suggested possible mitigations, such as cryptographic signa-
tures for the data [18].

Conclusion

There is a large number of studies about the food supply chain cybersecurity.
The threat of cyber attacks against food industry has been well identified by
researchers. Especially the new cyber threats that come with the increasing pop-
ularity of smart farming are well studied. Many of the reviewed papers identified
industrial control systems as a major security threat. Furthermore, old unmain-
tained software is vulnerable to attacks and is expensive to update. This is not
unique to the food industry; in every industry where automation is used, there
are also legacy systems that are vulnerable to attacks. Food industry is unique
in the sense that these vulnerabilities can easily threaten human health and life.
This was a well identified threat, but not many concrete examples exist in the
literature. This could be an area where more research is needed. In addition,
future research could study the topics excluded from this work, such as the use
of blockchain technologies in food industry and the cybersecurity threats that
they cause.
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