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Abstract. In the event of a cyber attack, the efficient production and
utilisation of situational information is achieved by sharing information
with other actors. In our research, we have discovered how information
related to cyber security can be shared online as efficiently as possible
between organisations. We used the constructive method to implement a
cyber sercurity information sharing network using the Malware Informa-
tion Sharing Project (MISP). The model was tested in a pilot exercise
in fall 2021. The key findings in connection with the pilot showed that
it is particularly important for the recipient of information security in-
formation how quickly and accurately the information security event is
described. In order to help quick reaction, it would also be necessary to
implement informal channels, through which security information can be
shared easily without structured event descriptions.
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1 Introduction

The efficient production and utilisation of security information is intensified by
sharing relevant information with other actors in the information distribution
network quickly and reliably, without compromising the confidential information
of actor’s own organisation. It shall be recognized that, typically, organisations
are cautious about sharing that information because it might include sensitive
details of critical systems vulnerabilities. However, sharing and exchanging it is
extremely valuable as it allows early warning of threats and new vulnerabilities
for improved situational awareness initiating early mitigation processes. This
action allows the recipient of the information to react in a timely manner to
potential cyber security threats before they materialise in their own organisa-
tion. [12,19,11]

The problem with cyber security information sharing is that information
about data breaches and vulnerabilities usually cannot be passed to everyone
or it comes too late to enable the prevention or mitigation of damage caused
by attack or intrusion. On the other hand, the information provided might be
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too general to be used in defence procedures. [10] The exercise, where the imple-
mentation was tested, was executed in September 2021 in project the Healthcare
Cyber Range HCCR Project. [14]

The rest of the paper is constructed as follows. First the chosen research ap-
proach, the constructive and observational research methodology is introduced.
It is followed by illustrations of the situational awareness and cyber security
exercise concepts. After that, the technical implementation with the test case
exercise scenarios are explained. Finally, the analysed results are presented and
the whole study is concluded with found future research topics.

2 Research Approach

In this study, the constructive research methodology is used for finding the an-
swer of the research question. By using the constructive research approach, state-
of-the-art constructions are implemented as a resolution for domain-specific real
world problems. Those implemented artefacts or constructions can for exam-
ple be software components, tools, processes, or practices. When utilising the
constructive research approach, both practical and theoretical aspects of the
problem should be considered. Both quintessential research question and im-
plemented practical solution should be bound to the theoretical basics of the
phenomena. [8,21]

The data acquisition methods used in the study were feedback discussion
session immediately after the training ended, and a formal survey. The survey
was administered to all participants about a week after the exercise. Feedback
was collected in the so-called with a semi-structured method, where the organ-
isers of the exercise prepare a frame for the issues and events to be handled
in the feedback situation. The collection of feedback took place in the so-called
through a protocol analysis, where the participants in the exercises brought out
observations, their own interpretations and conclusions about the content and
implementation of the exercise. [22]

The research objective of this study is to research and develop a implemen-
tation of cyber security information sharing system and test that system during
the national wide real life cyber security exercise. The research focuses answering
for the following research question:

– How to develop a cyber security information sharing system that can be
utilised for real life cyber security exercise of critical infrastructure actors?
The main research question can be divided into the following sub-questions:
• Can the implemented system be technically based on Malware Informa-
tion Sharing Project (MISP)?

• What is the proper information sharing architecture or hierarchy?
• Is the implementation effective enough for real-life exercise usage?

3 Cyber security information sharing

The sharing of cyber security information can be seen from two different per-
spectives. From an information sharing perspective, an event is a cyber security
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incident in an organisation. An incident will be reported in a way that infor-
mation can be shared with other actors in the information-sharing community
without a risk of sharing confidentional information from an organisation.

For the receiving organisation, the information appears as cyber security
threat information. This is not necessarily an actual event in the recipient’s
organisation, but it is a potential threat. How potential it is depends the receiving
organisation’s technology environment, information and other relevant assets.
In order to target the threat information as well as possible to organisations,
it is advisable to share the information among actors in the same industry.
For example, a few years ago, ransomware attacks were particularly targeted at
hospital environments, where the sharing of threat information among industry
players would have helped organisations respond in a timely manner to potential
threats [23].

4 Cyber Security Exercise

A cyber security exercise is an event in which an organisation trains its pre-
paredness for various cyber disruptions in the most appropriate way. The cyber
security exercise is used to simulate or model cyber disruptions. This creates
imaginary conditions in which the effects of the disorder and recovery can be
tested.

There are different types of exercises depending on what kind of competences
an organisation want to develop. Traditionally, technical exercises are supported
by experts and technical maintenance expertise, while management and business
exercises are provided to management. The co-operation exercise, on the other
hand, applies to everyone and develops the skills of all staff and stakeholders.
An exercise may also be a combination of different types of exercise, such as a
technical-functional exercise. [18,17,16]

In the cyber security exercise, participants are organised into different teams
with their own roles. The teams are named by colours depending on what their
role is. The Red Team (RT) represents the attackers and is responsible for plan-
ning and executing attacks according to training scenarios. Usually, the RT is
made up of the technical experts of the training provider. The Blue Team (BT) is
a defensive team made up of staff from the organisations participating in the ex-
ercise. The competence profile of the participants can vary a great deal depending
on the focus of the exercise. In the wide-ranging exercises, the BT consists of a
mix of technical experts, administrative staff, and other experts, such as commu-
nications experts. In large execrcise there can be several blue teams. The White
Team (WT), also known as Exercise Control (EXCON), controls the entire ex-
ercise. It directs the cyber security exercise activity and monitors the progress of
the exercise. Other color codes can also be used to describe the different actors in
the exercise to clarify the tasks of the groups. The Purple Team (PT) can act as
a combined offensive and defensive team. The Yellow Team (YT) is responsible
for building the exercise environment. The Green Team (GT) is responsible for
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the technical support and maintenance of the training environment during the
exercise. [9,24]

5 Technical Implementation

The cyber security information sharing model was developed first for the HCCR
project’s and tested in pilot exercise in September 2021.

5.1 Implemented Construction

In the developed model, the cyber security information sharing architecture was
formulated on three actors level: International level, national Information Shar-
ing and Analysis Center (ISAC) level and enteprise/organisation level. The cyber
security center located at the international level representing national CERT-FI
(Computer Emergency Response Team - Finland). CERT-FI is responsible for
cyber security information sharing between other national CERTs [1]. All na-
tional ISAC groups located on the ISAC level. Particularly the social welfare and
health care ISAC was represented in the pilot exercise. Each ISAC group share
security information from their responsible area of industry sector [3,2]. The
lowest level actors represent companies and public organisations that utilise the
threat information they receive in their operations and share threat information
about cyber security breaches and verified events with other actors. The sharing
of information takes place both horizontally, e.g., in the same industry and also
vertically to the ISAC level and the international level (CERT).

In this information sharing architecture, the CERT shares and receives threat
data that is expected to have a broader national impact. There are also vendors
and providers on the ISAC level that receive and share threat information for
their specific area. The sharing of cyber security-related information is based
on verified events that are shared with others as threat information. Within the
actor’s own organisation, shared information is treated as cyber security incident
information. Currently, the most popular cyber security information sharing so-
lution is the MISP [20]. MISP can also be used as a threat intelligence platform
to store and correlate targeted attacks, threat information, and vulnerability
information. The European Union funds MISP development work.

5.2 Modeled Cyber Security Exercise a Real Life Test Event

The operating environment of the exercise included two hospitals and national
services. In one of the hospitals modeled an intensive care unit (ICU) that in-
cluded a patient simulator, a patient monitor, and a ventilator, which are com-
mercial medical devices. Both hospitals had a modeled patient information sys-
tem, referrals, prescriptions, imaging, and a laboratory. In addition, the exercise
modeled national health-related services, such as DigiFinland’s Omaolo service,
KELA’s (Social Insurance Institution of Finland) OmaKanta service, prescrip-
tion center and the patient information and imaging archive for hospital districts
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as well as THL’s (Finnish Institute for Health and Welfare) health information
services. The pharmacy function was also modeled, allowing prescriptions to be
redeemed. The exercise was attended by three hospital districts and four author-
ities, as well as four companies providing digital services to healthcare providers,
including the National Cyber Security Center. [14,15,13,5,4]

The aim of the exercise was to test the planned healthcare training envi-
ronment by producing disruption situations in the environment and to observe
how different organisations react to them. Disruptions addressed to the training
forces affected a single organisation or, on a large scale, multiple organisations.
The exercise was a technical-functional exercise that lasted for three days, the
first of which was set aside to familiarise the participants with the operating en-
vironment of the exercise. Cyber security status information was shared between
organisations through the MISP application. The threat information identified
during the exercise was routed to different actors through distribution groups
configured in MISP.

Participating organisations were the following: (i) the three hospital districts
participating in the pilot represented healthcare specific sector, (ii)other IAC
groups and other actors represented security authorities, (iii) companies and ser-
vice providers, (iv) social wellfare and healthcare ISAC represented the Finnish
health and wellbeing services, (v) and Finnish Transport and Communications
Agency – National Cyber Security Center (NCSC-FI) represented CERT-FI.
In addition, one service provider participated in the exercise from outside the
project partners. All the organisations had a representative in the exercise situ-
ation management (White Team, WT, 1 team) and a training force (Blue Team,
BT, 6 teams) as shown in Figure 1. Several organisations had sent an observer to
follow up their own BT activities or to participate in the monitoring of the whole
exercise. White team (WT) also represent European CERTs and International
Service Providers. The total number of attendees to the exercise was 68 persons.

All these compositions had their own instance (MISP-server). In the MISP
installation sharing of threat information was configured by ”Sharing Group”
method (Figure 2). Sharing groups were following. SG: SHPT group was for
sharing information between hospital districts, SG: Nat-Providers was for shar-
ing between other ISAC’s and national providers, SG: SOTE-ISAC was for in-
formation sharing between district hospitals and ISAC-SOTE actors, and SG:
ISAC-Communities used to sharing information between different ISAC organi-
sations. SG: INT-Providers and SG: INT-ISPs were groups for information shar-
ing between national ISACs and international providers and ISPs. White teams
represented those international actors. SG: EU-CERTs sharing group simulated
information sharing between other international CERTs (in the exercise White
Team) and national CERT-FI. All national cyber security threat information
from hospital district level and ISAC level also shared with national CERT.
All organsations also shared with method ”Your organisation only” internally.
Cyber security information sharing was classified ENISA [6] and TLP (Traffic
Light Protocol) taxonomy [7]. Information was also shared by non-formal text
mode.
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Fig. 1. Cyber security information sharing architecture

Fig. 2. Configuration of information sharing architecture in MISP platform
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6 Results

The results from sharing cyber security information in the exercise were collected
in two ways. In the end of the exercise instant feedback session was held, where all
the attendees gave their firsthand feedback from the exercise. Feedback was also
collected from the participants with a survey. A total of 67 people responded to
the feedback (68 people participated in the exercise). The following are excerpts
from the feedback and observations of the pilot exercise on the sharing of threat
information.

6.1 Free-form feedback

A wider gathering of opinions and comments took place immediately after the
exercise. This was carried out under the guidance of the leader of the exercise.
A total of 31 answers and observations were written down. The results of these
were classified into four categories; attitude towards the use of MISP, develop-
ment proposals for the use of MISP, the usability of sharing information security
information and development proposals for sharing information security infor-
mation in general. Based on the results, a table (Table 1) was prepared according
to the previously mentioned categories.

Table 1. Feedbacks at the end of exercise

Category Positive Negative Neutral Suggestions

Attitude for the using MISP 11 8 12
Improvement suggestions for the
use of MISP

13

Security information sharing tool
is useful

11 6 14

Improvement suggestions for the
used sharing architecture

8

The results are fairly evenly distributed based on attitude to use MISP in ex-
ercise. About a third of respondents have a positive (11 responses) or neutral (12)
attitude towards the use of MISP in sharing information security information.
Accordingly, almost a third (8) did not find the use of MISP meaningful.”The
use of the Data Sharing Application (MISP) would initially require a broader
orientation before the exercise, e.g. where assembling MISP users to common
training session”. ”I do not want to share unfinished data as is”. A total of
31 proposals were made to develop the sharing of security information. In the
development proposals (13) to the use of MISP emphasize e.g. the following:
”There is a need for centralized maintenance and collection of situational aware-
ness and communication to the management team.” ”It is important that the
WT members leading the exercise are physically in the same space so that the
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information about the exercise spreads easily.” , ”In the future, it would be ad-
visable to authorize a special person to share information and use the MISP
tool.” and ”Clear instructions are needed on which distribution group to use
for data sharing.” Accordingly, there were a total of 8 development proposals
related to the general sharing of information security. Among these rose out e.g.
a suggestion for a lighter tool to share first-hand threat information: “A lighter
tool is needed, eg IRC channels, which could be used to share early observations
even with rather imprecise data.” and ”Representatives from each area should
be brought together in case of deviations.”

6.2 Feedback survey

The feedback survey was organised via electronic questionnaire. The main find-
ings from the survey were: The majority (94%) of the respondents (N=66) agreed
or totally agreed that the organised exercise developed the competence. Cooper-
ation between organisations in knowledge and competence was reported to have
developed (N=64) by the majority (84%). Cooperation between the knowledge
and knowledge organisation and authorities was reported (N=64) by 80% (51)
of the respondents. 89% (n=57) of respondents (N=64) report that they have
identified development needs in their own competence. 85% (n=52) of the re-
spondents (N=61) report that they have identified development needs in their
own organisation’s technologies or in its utilisation. In the organisation’s code
of conduct and processes, 91% (n=57) of respondents (N=63) identified areas
for development. The majority (68%) of the respondents (N=59) either agreed
or agreed with the following statement ’The environment used in the exercise
(RGCE and the organisational environment) corresponded to the real world’.
80% of the respondents (N=58) either agreed or fully agreed with the state-
ment ”Data, systems and modelled processes in the training environment” from
a national point of view. The majority, i.e. 90% of the respondents (N=64), felt
that their knowledge of cyber security threats and their reintegration developed
during the pilot exercise. Results has been described in Figure 3.

7 Conclusion

The data sharing architecture tested in the pilot exercise revealed a few bottle-
necks in data sharing that can be summarised in the following observations. The
transmission of sensitive information between operators must be confidential.
The effectiveness of communication depends on how quickly and accurately a
cyber security attack is described. Unnecessary information should be avoided
in the sharing of information between actors in order to avoid a flood of infor-
mation to detect relevant information. The pilot showed that researching and
documenting cyber security attacks is time consuming and requires resources
that may not be available at the same time. There is also a need for an informal
channel such as chat channel for sharing threat information, where information
can be shared in an informal form at a very early stage, when a possible attack
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Fig. 3. Competence development in pilot exercise

is suspected. Such a communication channel allows the recipient of the informa-
tion to tune in to a potential threat situation before transmitting more detailed
threat information through a formal information sharing community.

The main research question was ”How to develop a cyber security information
sharing system that can be utilised for real life cyber security exercise of critical
infrastructure actors?”

During the development of the cyber security information sharing system,
three different levels of division were identified within the architecture: inter-
national, national industry specific and organisational levels. On this basis, a
data sharing architecture was developed in which the sharing took place both
vertically and horizontally using the sharing groups of the MISP platform. The
configuration of the distribution groups was carried out according to plan. The
implementation is in line with the Cyber Security Centre’s plans for a national
data sharing architecture.

The main research question was divided into the following sub-questions:
”Can the implemented system be technically based on MISP?”, ”What is the
proper information sharing architecture or hierarchy?” and ”Is the implementa-
tion effective enough for real-life exercise usage?”

The technical implementation based on MISP platform. MISP platform is
mostly used platform in cyber security information sharing and ENISA has en-
courage organisation in Europe to use it as common European level security
information sharing by publishing its own cyber security information taxonomy.
The cyber security information sharing architecture developed in the exercises
is in line with how ISACs and CERT-FI in Finland have been organised. As
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the results show, the implemented cyber security information sharing architec-
ture and system is a workable solution to implement the exercise. However, the
system requires an in-depth study of the incident before the results of the in-
vestigation can be shared with others. This undermines the efficiency of data
sharing and thus delays actions against potential threats. There is also a need
for a lower-level information-sharing method that does not similarly require a
formal description of incidental security incidents. The most suitable solution
for this purpose would be a chat application for sharing pre-information.
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